There has been much interest on using data mining for counter-terrorism and cyber security applications. For example, data mining can be used to detect unusual patterns, terrorist activities and fraudulent behavior. In addition data mining can also be sued for intrusion detection and malicious code detection. Our current research is focusing extensively on data mining for security applications in general and data mining for botnet detection in particular. Our presentation will addressed both aspects of data mining applications.
Botnets have different topologies and protocols. The most prevalent botnets are Internet Relay Chat (IRC)-based, having a centralized architecture. There are many approaches available to detect and take down IRC botnets. On the other hand, Peer to Peer (P2P) is a relatively newer technology used in botnets. P2P botnets use P2P protocols to communicate among the bots and the botmaster. These botnets are distributed, having no central point of failure. Besides, they are relatively smaller than their IRC counterparts. As a result, these botnets are more difficult to detect and destroy than the IRC botnets. Moreover, most of the current research related to P2P botnets are in the analysis phase. The main goal of our project is to devise an efficient technique to detect P2P botnets. We approach this problem from a data mining perspective. We are developing techniques to mine network traffic for detecting P2P botnet traffic.
The presentation will first provide an overview for data mining for security applications and then discuss our research to the botnet problem which follows from an important observation that network traffic (as well as botnet traffic) is a continuous flow of data stream. Conventional data mining techniques are not directly applicable to stream data because of two vital problems associated with them: potentially infinite in length, and concept drift. We propose a technique that can efficiently handle both problems. Our main focus is to adapt three major data mining techniques: classification, clustering, and outlier detection to handle stream data. Our preliminary study on the development of new stream classification techniques for P2P bothnet detection has generated encouraging results. In addition to botnet detection, we will also discuss our research on data mining for malicious code detection and intrusion detection.
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